Introduction
Single event upsets or soft errors, only recently discovered, are being recognized as a pervasive problem in modern integrated circuits. Although the semiconductor industry has reduced the problem arising from radioactive packing impurities and cosmic rays to a manageable level, the problem that was attacked was restricted to a relatively benign environment. The more severely hostile environments of nuclear bursts, space and nuclear reactors require a separate survey to determine the magnitude of the problem. The work reported in this paper was intended to test many memory devices in radiation fields simulating a variety of hostile environments to demonstrate their general susceptibility to single event upset.
There is an ongoing effort at NRL to study radiation induced single event upsets in LSI and VLSI devices. As part of this effort we have extended our studies of proton and neutron induced soft upsets in random access memories (RAMs), predominantly in dynamic RAMs but also in two static RAMs. Various accelerators and particles were used in various combinations with the devices. These include neutrons from 6.5 MeV to 14 MeV, thermal neutrons, protons from 23 MeV to 52 MeV and 4.2 GeV protons. Upsets at significant rates were observed in all cases with the exceptions of one static CMOS RAM and of thermal neutron irradiations. In all cases, it is felt that the upset mechanism involves an alpha particle produced in a nuclear reaction within the silicon induced by the incident particle. However with the higher incident particles it is possible that heavier spallation products (i.e., multiply charged ions) could also induce some of the upsets.
The memory chips were for the most part tested by the method described previously,l
i.e., incorporating the memory chip into the memory space of a microcomputer. The memory chip was fillled with one character, either a '0' or a '1' as seen on the data lines. Then after a finite period of irradiation, ranging from seconds to minutes, the memory was 
Experiments GeV Protons
The tests with GeV protons was performed on one of the test beams at the Alternating Gradient Synchotron (AGS) of Brookhaven National Laboratory.
The beam is composed of both protons and pi mesons which are momentum selected. The momentum was set at 5 GeV/c to simulate the average momentum of the primary cosmic ray protons. This corresponds to 4.2 GeV for protons and 4.9 GeV for the mesons. At these energies the protons and mesons are expected to cause similar nuclear reactions.
The beam provides particles in one-second "spills" with a repetition rate of one per three seconds. The flux of the test beam varied significantly over periods of minutes with a maximum flux on the order of 105 p/cm2.sec. The beam emerged from the machine in a well collimated square beam approximately 5" (0.6 cm) on a side. A radiation detector approximately 1/4" thick was the only object between the chips under test and the beam port for the runs with the delidded devices. The test chips were under active control of a computer placed out of the beam. Behind the chips were detectors used for beam monitoring and counting. The first two were small plastic scintillators covering only the area of chips. The third was a large scintillator monitoring the full beam coming out of the beam port. Each small scintillator was set in coincidence with the large monitor for the actual fluence measurement.
Single event upsets in present day RAMs, at least non-CCD types, require an ionization density greater than that which any proton of any energy can provide, although very low energy proton upsets have been reported.2
Therefore the mechanism of proton induced upset must be attributed to either multiple proton hits or secondary reactions. At GeV energies, the stopping power is so low that a large number of protons must pass thru the 20 micron sized cells within one refresh cycle Go cause upset directly. The probability of this happening is too low. More likely is production of alpha particles. Alpha particles have a cross section3 of 414 mb. A simple calculation of alpha production within the active volume predicts an alpha particle for 5 x 105 protons/cm2.
The energies of the alphas are expected to be predominantly in the 10 MeV range and therefore effective in upsetting dynamic RAMs. High energy protons interacting with silicon can also produce heavier products. The target nucleus receives so much energy that it fragments. Westfall et al.3 have measured the production of heavy particles TFom 5.9 GeV protons on aluminum. Petersen4 has done calculations for similar effects at much lower energies.
The production of heavy particles is usually much less than that of alpha particles. However, since probable ionization density increases with Z2 these less numerous heavy products may be the only particles capable depositing sufficient ionization density to cause upset at rates comparable to those caused by alpha particles.
Three types of experiments were performed on the dynamic RAMs at the AGS. In the first, the packaged chip was exposed to the beam. The particle fluence was measured behind the aluminum. In the second experiment, the chip was placed behind a column of graphite about 10 cm in diameter and 40 or 60 g/cm2 thick. This experiment was intended to simulate atmospheric shielding near 15 km (50,000 ft). For two chips, a third experiment was performed in which the chip was placed behind 3/8" of aluminum (2.6 g/cm2). This experiment was intended to simulate the average amount of material separating a satellite's electronics from the free space environment.
The AGS data shown in Table I shows a significant sensitivity to GeV protons. Also included in Table I are the total number of observed upsets used in establishing the upset fluence. The statistics are often poor. The data shows, with one exception, a sensitivity to GeV protons. Upset fluences per chip range from 106 to 108 particles/cm2-upset. Two of the chips were additionally exposed behind 2.6 g/cm2 (3/8") of aluminum. These chips, labelled (1)and (2) in Table I Size   4K  4K  4K  4K  4K  4K  16K  16K  16K  16K  16K  16K  16K  16K  4K  256x4 here have relatively little effect on 4.2 GeV protons.
Neither does the shielding stop a significant fraction of the particles nor does it create large numbers of heavy energetic particles, by spallation processes, which themselves could penetrate the chip packaging and cause upset.
The MK4116 marked by note (3) is a delidded version of the preceding two chips. The data show it to be significantly harder although the statistics are poor.
Surprisingly most of the 4K dynamic RAMs in Table  I are even softer than the 16K RAMs to upset. The relative softness remains even when comparisons are made on a per bit basis.
Two static RAMs were tested. The SA2838 bulk CMOS RAM from Sandia Laboratories is the only RAM that was not observed to upset, at least up to a total of 4 x 107 particles/cm2. The chip is equivalent to the TCC244 from RCA which was observed to be hard to krypton ions5 and to neutrons and to 52 MeV protons.6 However the D2147H, a state-of-the-art fast static CMOS RAM was shown to be softer than many of the dynamic RAMs. Similar results are reported elsewhere in this issue.7
Of the 276 upsets observed in dynamic RAMs, 92%
were from the HIGH to the LdW state so that most of the upsets can be ascribed to capacitor discharge. HIGH is here defined as an unfilled potential well.
The GeV proton tests produced the first observance of multiple upsets caused by, we believe, a single nuclear reaction. Out The present experiment has also demonstrated that 40 to 60 g/cm2 of graphite do not greatly change the upset rate.
Most of the measured upset fluences (i.e., the mean fluence for which an upset will occur) are in the neighborhood of 107 particles/cm2.
Multiple chip memories reduce the system upset levels by the number of chips used. The present results must be compared with cosmic ray proton fluxes819 in this energy range of about 0.5 x 107 protons/cm2-yr.
It is important to note also that an intense solar flare could possibly deliver the same fluence in a day. Table II for neutron irradiations of these same two device types. Although the neutron and proton energies do not overlap, the data indicate a continuous energy dependence irrespective of particle type.
MeV Neutrons
The 65 MeV cyclotron at the Naval Research Laboratory was used to irradiate memory chips with high energy neutrons. The beam characteristics were previously described. 1 Four different types of devices were tested for neutron effects. As shown in Table III and found it not susceptible to upsets from 14 MeV neutrons. All this agrees with our GeV proton results above which showed upsets for the 02147H but none for the TCC244 equivalent.
The insensitivity of the TCC244 is probably related to its design as a radiation hardened device with a specification against upset induced by dose rate.
The dependence of upset upon the state, i.e. '0' or '1' in several of the devices is not understood. Dynamic RAMs have a different convention for storing a bit as a HIGH or a LOW depending on its location on the chip. An '0' would thus have equal probability of being a HIGH or a LOW, as would a '1' for any symmetrical polarity covention.
A possible explanation lies in the variability of susceptibility of storage locations located at different parts of a chip resulting from small variations of fabrication variables such as mask alignment. Table III shows, for two types of 4K dynamic RAMs, the measured mean neutron fluences required for upset. The data of Table III also show that in one case the 4K dynamic RAMs are more susceptible to upset than 16K dynamic RAMs made by the same manufacturer. Note that Table I  and also Table III give mean upset fluences per RAM, either 4K or 16K, i.e., the results have not been normalized to the different numbers of bits the two RAMs contain.
The cyclotron experiment reaffirms that there exists a significant soft upset sensitivity at neutron and proton energies from 10 to 50 MeV. These upsets occurred at fluxes comparable to those seen in satellite environments. Although similar devices made by different manufacturers have different soft error susceptibilities, the devices of the same type from a single manufacturer have similar though differing susceptibilities. It may prove possible therefore to test only a few RAMs from each manufacturer in order to obtain information on the relative susceptibilities of such RAMs to single event induced soft errors.
Thermal Neutrons
It has been postulated that thermal neutrons would be a possible cause of single event upset in silicon devices. The concern is based on the common use of boron as a p-type do ant in silicon. One of the isotopes of boron, LOBB, with an isotopic abundance of 19.8% has a very large (n,alpha) cross section for thermal neutrons, 3800 barns as compared to fractions of a barn for most nuclei. However on closer inspection, the mechanism appears at best marginal.
If p-doping of natural boron of 1016 cm5 is assumed and an active area of (25 micrometers)2 for each cell of a 16K dynamic RAM, it would take on the average 1011 n/cm2 to produce one alpha particle via this mechanism. It is already knownli that only about one out of 67 alpha particles created with approximately 6 MeV energy causes an upset. Thus a mean upset fluence of 5 x 1012 cm-2 is calculated.
The energy of the resulting alpha particle is somewhat lower than that resulting from uranium decay or from 14 MeV neutron irradiations. About 2.8 MeV of energy is available after the (n-thermal, alpha) reaction. This corresponds to a charge of 0.12 pC. However even this amount is available only 6% of the time since the other 94% of the time the boron nucleus is excited and 0.5 MeV is eventually emitted as a gamma ray anb not available as particle kinetic energy. It should be noted that conservation of momentum requires the residual particle, 7Li here, to take up a fraction of the kinetic energy. However this does not reduce the energy available for the upset threshold. If an alpha particle with the total kinetic energy has enough energy to upset a cell and has a sufficiently short range, then the sum of the ranges of the alpha and the heavier residual is less than the alpha range. Because the detailed mechanisms causing upsets are expected to depend on the kinds of ionizing particles produced in microcircuits by external radiations, some measurements were made at the NRL cyclotron on the mass and energy spectra of charged particles produced by neutron and proton induced nuclear reactions with silicon.
Petersen4 has pointed out that reactions creating several charged particles will be increasingly dominant as incident proton and neutron energies exceed about 25 MeV. Since our 14 MeV average neutron beam has components extending to 30 MeV we looked at the charged particle spectral distribution from the Si(n, charged particle) nuclear reactions. The Si target was 17 microns thick and was followed by a dE-E particle detector telescope for charged particle identification.
Complete separation of protons from alphas was obtained, the contribution of deuterons being negligible. The data were taken by observing the difference between target-in versus target-out spectra. The results indicate that about one alpha was produced per 108 n/cm2. In confirmation of Petersen's calculations, the particle-identified spectrum shows evidence for articles heavier than alphas being created. It is well known that heavy fragments can be produced at higher energies. 
